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User Instruction for NPS Surveillance Patrol Planner1
Overview
The NPS Surveillance Patrol Planner is a decision support tool to optimize patrol routes.
The decision support tool integrates a graphical user interface that allows the users to create
and load their own patrol scenarios, and renders real-world map by adopting the World Wind
Application developed by NASA. It is a stand-alone decision and training tool written in
Java, so it runs on both Microsoft Windows and Mac OS X systems.
The decision support tool represents the patrol area by a graph, where each node corre-
sponds to a location susceptible to enemy attacks, with adjacent nodes connected by an edge.
The vulnerability of each node is represented by the amount of time it takes to complete an
attack at that node, which can either be deterministic or random. The goal for a patroller
is to traverse the graph through edges to detect potential attacks at nodes in time.
The decision support tool implements two types of attacker behaviors: random attackers
and strategic attackers.
1. For the case of random attackers, the user needs to specify the probability each node
will get attacked. The patroller’s objective is to maximize the detection probabil-
ity. This case would be appropriate if there are sufficient data to support the attack
likelihood in the patrol area.
2. For the case of strategic attackers, the user does not need to specify the probability each
node will get attacked. The patroller maximizes the minimum detection probability
among all nodes. This case would be appropriate if the attacker is intelligent and
actively chooses which node to attack to minimize detection probability.
An additional feature of the decision support tool is for the user to enter his own patrol
route and compare its performance against the optimized one. In addition to use in oper-
ational contexts, this feature can serve as a means of training in pre-deployment workup
cycles, allowing future users to explore diverse scenarios and develop patrol intuition prior
to engagement in theater.
Obtain the Decision Support Tool
1. Open the following page in your web browser to download a copy of the decision support
tool:
http://faculty.nps.edu/thchung/dropbox/SurveillancePatrol 1.3.zip
Unzip the file will produce a folder named SurveillancePatrol.
2. In the folder SurveillancePatrol, find the folder builds and copy it to the desired
location.
1Point of Contact: Kyle Lin, Associate Professor, Operations Research Department, Naval Postgraduate
School, kylin@nps.edu, 831-656-2648. Team members: Michael Atkinson, Timothy Chung, and Michael Day.
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Figure 1: A snapshot of the decision support tool. The user can intuitively guess a patrol
schedule and compare it with the optimized one.
3. For Windows users, double click on CHSC win64.bat to start the application. For Mac
users, double click on CHSC.jar to start the application. The Mac version currently
does not support the case of strategic attackers.
4. Loading the real-world map requires the Internet connection.
Tutorial
1. From the pull-down menu, click on Location to see a list of saved locations. Select
Strait of Hormuz to see a patrol map that consists of 6 nodes and 9 edges, as shown
in Figure 1.
2. On the left panel, click on Patrol. In the Random Attacker mode, click on Compute
Best to see the optimized patrol pattern. The user can enter a Candidate patrol
pattern and click on Evaluate Candidate to compare it with the optimized one.
3. For Windows users, select the Strategic Attacker mode and click on Compute. The
optimal strategy is a mixed strategy; the patroller should randomize the patrol route
according to the specified probability for each route.
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4. On the left panel, click on Node Manager. Column 1 gives the node ID, but the user
can change a node’s name in column 2. Column 3 lists the probability that each node
will be the attack target. This column only takes effect in the Random Attacker mode
and is ignored in the Strategic Attacker mode. If the numbers do not add up to 1,
they will be normalized automatically.
Columns 4–7 specify the probability distribution for the time required to complete an
attack, which is also the opportunity window for detection. Each time unit represents
the amount of time required for the patroller to patrol a node. In column 7, the user
can select one of the three probability distributions: deterministic, uniform, and
triangular. For the deterministic distribution, enter the attack time in the column
labeled Max. For the uniform distribution, use the two columns Min and Max. For the
triangular distribution, use all three columns Min, Max, and Mode.
The user can add or delete nodes using the two buttons at the bottom.
5. From the pull-down menu, click on View and select Advanced. On the left panel in the
application window, a small arrow will appear to the right of Node Manager. Click on
the arrow twice to reveal Adjacency Matrix, which allows the user to manually select
and deselect edges. The patroller can only move from his current node to an adjacent
node via an edge.
6. From the pull-down menu, click on File and Save to save the changes.
Remarks
1. A short video clip is available at
http://faculty.nps.edu/thchung/dropbox/SurveillancePatrolGUI sm.mov
2. There are a few panels and buttons not mentioned in this instruction. They are place
holders for future capabilities.
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